General, Datar Protection Regulation Policy
Distribution: Staff, Pupils, Parents; Visitors, Contractors, Other interested parties
School Commitment:

The School, ts committed, to the protection of all; personal; and, sensitive datas for which it holds
responsibility as the Data, Controller, the handling of suchs datas irv line with, the datas protection
principles (see below) and, the Data Protection Act (DPA).

Changes to- data, protection legislation (General; Datas Protection Regulations May 2018) shall, be,

The legal, bases for processing datas are as follows -

(@) Consentz the member of staff/student/parent: has giver clear consent: for the school, to process
their personal dotas for o specific purpose.

(b) Contract: the processing is necessary for the member of staff’s employment; contrach or
student: placement; contract.

(c) Legal, obligation: the processing is necessary for the school to- comply withs the lamwe (nob
including, contractual, obligations)

Roles:
TMW%WW&H@MWWWDMCW s the Head Teacher.
Th@HeadTea&mmaydd@gaf@dai@man@duﬁ%a&nm&am&

TMDMCWM@WWW(WWMWWWWW&UWW&)
p:\ooessed

The Data Pr\ote,ciimo(gtwv(DPR) s Ruthy Howker, Plumsury Ltd. CdedML&mb@de
the website: wwwplwnmoonv
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The DPO monitors internal compliance, and, informs and, adwmises the school abouts their data
protection obligations and, acts as' o contach point for datas subjects and the supervisony,
authorifiy.

The DPO s independent, arv expert iy data protection, adequately resourced, and, reports to- the

AW stoff wills treat all, student information inv v confidential, manner and follow the guidelines as
seb oub inv this document.

Any Datas Processors, processing datas onv behalf of the school, (ue. external, organisations) will
confirm that they are achiesing their obligations under the GDPR Regulations, and, are registered
with, the ICO.

Roles under GDPR carv be found, onv the ICO Website.

T raining:
The school is also committed to- ensuring that staff are: aware of datas protection policies, legal
requirements.

Notification:
Commissioner’'s Office (ICO) as required by the ICO. Details are: arailable from the ICO:
hittps://ico-orguuk/ about-the~ico/whal-we~ do/register-of - data- controllers/

Chmgm@%@p@o&d@mnga@mhmb&ngunmmwbonwwmlco

ICO wWedw% GDPR Regulaiion&

Personal; and, Sensitive Data
AW datas withiry the: school's control shall, bes identified as personaly sensitise o both to- ensure
that &t ts handled, iy compliance with legal, requirements and access to- ity does not breach the
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The definitions of personal, and, sensitive data shalls be those published, by the ICO for guidance.

Principles:
Under the: GDPR, the data, protection principles set: out: the main responsibilities for organisations.

Article 5 of the GDPR requires that personal, datar shall be:

a) processed; lawfully, fairly and i a transparent, manner inv relation to individuals;

b) collected for specifieds explicity and, legitimate purposes and, not further processed, inv o manner
to be incompatible withs the initial, purposes;

¢) adequate, relesvant and limited to- whats is necessary, i relation to- the purposes for which they,
d) accurate and, where necessary, kept up to- date; every reasonable step must be taken to ensure
e) kepb inv a form, which permits identification of data subjects for no- longer thar is necessary for
of the appropriate technical, and, organisational measures required by the: GDPR in order to-

f) processed, i & manner that, ensures appropriate security of the personal; data, including

Ar\ﬁd@S(Z) wu%ﬂ\at
. . ."

Nobﬁmﬁon&s?wlbbeWM\damwiﬂnICO guidance and, where relevant; be wnittery inv o
mewundasfandablebyfhosedeﬁneda&thﬂdrm’mdmﬂw[&g&daﬁm
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The need for consent:

Contrack
Legal Obligation
Vital, Tnterests
Public task
Legitimate

GRS

the information i the “Information Audit’ document, located, onv the: school, website.

Data, Breaches:
Al datas breaches must be immediately reported to- the Data, Controller (Head, Teacher).

The Data, Protections Controller will assess whether the breach needs to be reported, to- the ICO

Th@Doi@Conh\oUmdemakﬁwnmwywpo&&

Immediate Actions will be taken to reamiew how the breach has occurred, an/d;tomak@an%/

TMDQMPPMMOWW&LM@HMWM@M%@WMWM%
Pr\oteoﬁon::[mpacbsmtement&

A Data Protection, Impact Statement; (DPIA) s needed, when:
Neww Technology is being deployed,
A profiling operation is likely to- significantly offect individuals
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. There is processing on o large scale of the special categories of data (‘'special, categories
as specified in GDPR guidance)

Individuals Rights:

Individuals hame the rights to:
Be informed, aboul what datas is being held, (Informations Audit Document; published, onv
Be informed, abouts how and, whiy the datas is being processed, (Information Audit
The right to- access anuy data that is being held, (see: Subject Access Requests below).
The right to- request that any data is erased, (see Subject Access Requests below).
The right to- objech to- the way, data i being held, or processed.
The right not to- be subject to- automated, decision-making.

TMMWW@WHMTWWWMM%&M%

Sharing of Information with, Third, Parties:
There may be crcumstances where the school is required, either by law or in the best interests
Ofsted, orthe department; of health. These authorities hame to- adhere to- datas protection law and,

dﬁdd(abmagowhomadzgonﬂwmdee& spwﬁed/und;er\GDPR gxudanw)fhbdwildfs;pw\enb

o  Other schools. If a pupil transfers froms one school to- ancther schools their academic
the nem schools
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Police: and, courts. If o situation arises where: o criminal, inwestigation s being carried,
Social, workers: and, support agencies. Iny onder to- protect or maintair the welfare of
pupils, and inv cases of child abuse, it may be necessary to pass personal data o to
Department; for Educations and, Ofsted, to- help the gosernment; monitor ands audit school

are provided, irv the “Informations Audit Document’ located, on the school, website. Data, will be
shared, with external, parties i circumstances where it is ar legals requirement to- proside such,
information, or where it is for the purpose of pupil, prowision, such as school meals and; onv-line
curriculunm work.

Awgopo&ed&mgﬁwﬂ\&gm%&ngo%m&mduaﬁsdammmwwm&wﬂw
‘InhmaﬁmAudibDowmenb’ above). Under no- circumstances will the school disclose

that: would cause serious harm to- the child, or anyone else’'s physical; or mentals health or
condition

where the disclosure would not be i the best interests of the child,

source; unless the persor is arv employee of the school or as local authonity, or has ginery
consent; or it is reasonable in the circumstances to- disclose the information without

so- thab the person’'s name or identifying details are remosed.
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Datas Access Requests (Subject Access Requests):

Al individuals whose data is held by the school, has a legal right, to request; access to- suchs
data or information. A child may, make o subject access request for themselues, specified under
GDPR guidance. The school shalls respond, to such requests within one month.

They should be made i witing to- the Head Teacher, headedeanshangernorthants-ecl.govuk

The Data, Protections Officer (specified in ‘Roles’ above) will independently adwise any requests
as necessary: | hey will acts as a contact poinb for data, subjects and, the supervisory authority.

Irv line withy our safeguarding and, GDPR obligations; some personals information may be
redacted for reasons suchs as:
or ancther person;

No- charge will, be; applied, to- process the request.
There is a righty to- appeals to- the: ICO upony dispute of o decision.

Right to- be Forgotten:
mmmwwmmwmmmwmwmm

Photographs and, Video:
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mailto:head@deanshanger.northants-ecl.gov.uk

Locatior of Information and, Datas

Hard, copy data, records, and personal, information are stored oul of sights and, irv s locked,
cuphoard. The only exception to- this ts medical information, aftendance registers and signing v
home irv order to- access i for works i the evenings and, ab weekends. This may also apply in
Assessment; Form.

compromiseds

o Paper copies of data or personals information should not: be taker off the school site,
unless the Data, Controller has proided, permission to- do- so (suchs as the need, for
taking a paper copy of datas off the school site; the informations should not be o wieww v
il by e
not left irv printer trays or photocopiers.

o I information i being viewed on o PC, staff must ensure thab the window and,

o Ifibis necessary to transport data ameay froms the school, i should be: downloaded, onto
a passwword, protected, USB stick or computer. Computers wills also be encrypted, if it
viable to do- so. The data should not be transferred, from, computers or USB onto aruy
public computers. Work should, be edited, from the, USB, and, saved onto the USB or

misconduct.
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Data Securitiy:

equally the impact onv an individual’s prisvacy i holding data related, to- them. Risk and, impach
assessments shall be: conducted, inv accordance with guidance gisen by the ICO and, iy
compliance with the Data Protections Regulations (GDPR).

Data Disposal:

The school recognises that the secure disposal of redundant datas is arv integrals element to-
compliance with legal requirements and an area of increased, riske Al datas held, inv anwy form of
medic (paper; tape; electronic) shall only be passed to- o disposal partner with demonstrable
competence v providing secure disposals services. Al datas shalls be destroyed, or eradicated to-
disposal, process. Disposal, of IT assets holding data shalls be inv compliance with, ICO guidance.

Abbreamiations:
GDPR - General, Data, Protection Regulahon&

ICO - Ir%onmab;on/ Commissioners O(Eﬁw
DPR - Data Protection O&P.o@rx
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