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E-Safety Awareness  

 

Parents and Carers  

 
 

 

 

 

 

  

  

  

  

  

  

  

““JJUUSSTT  LLIIKKEE  IINN  TTHHEE  RREEAALL  WWOORRLLDD,,  WWEE  NNEEEEDD  TTOO  

TTAAKKEE  SSEENNSSIIBBLLEE  PPRREECCAAUUTTIIOONNSS  OONN  TTHHEE  IINNTTEERRNNEETT  

TTOO  PPRROOTTEECCTT  OOUURR  FFAAMMIILLIIEESS  FFRROOMM  HHAARRMM””..  
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Age 6 to 9 checklist for online safety 

 Create a user account for your child on the family computer with appropriate 

settings and make the most of Parental Controls and tools like Google SafeSearch  

 

 Agree a list of websites they’re allowed to visit and the kind of personal 

information they should not reveal about themselves online (e.g. the name of their 

school or their home addresses)  

 

 Decide time limits for things like using the internet and playing on games consoles. 

Time limits can be applied on devices such as tablets and laptops  

 

 Bear in mind what older siblings might be showing them on the internet, mobiles, 

games, consoles and other devices, and agree some rules as a whole family  

 

 Talk to other parents about their views on things like what age to buy kids a mobile 

phone.  

 

 Familiarise yourself with age ratings on games, online TV, films and apps, so that 

you can be sure your child is only accessing age-appropriate content  

 

 

 

 

 

 

 

 

 

 

 

 

  



Follow us @NCCcybersafe  

 

3 E-Safety parent and carer advice booklet  

 

Age 10-12 checklist for online safety 

 Make sure you’ve set some technology boundaries before your child gets their first 

mobile or games console –it can be more difficult to change the way they use it 

after  

 

 Remind your child to keep phones and other devices well hidden when they’re out 

and about to minimise the risk of theft  

 

 Talk to them about what they post and share online – tweets, written comments, 

photos and videos all form part of their ‘digital footprint’ that could be seen by 

anyone and is available on the Web forever  

 

 Discuss the kind of things they see online – this is the age when they might be 

looking for information about their changing bodies and exploring relationships, for 

example  

 

 Hold off letting your son or daughter sign up for services like Facebook and 

YouTube that have a minimum age limit of 13 – talk to other parents and their 

school to make sure everyone is on the same page. Be wary that some children ‘fake’ 

their date of birth on sites such as Facebook in order to gain access  

 

 Remind them that they shouldn’t do anything online that they wouldn’t do face-to-

face  
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Age 13+ checklist for online safety 

 Don’t think it’s too late to reinforce boundaries or teach your child anything about 

technology – they might think they have the know-how but they still need your 

wisdom and guidance  

 

 Talk to them about how they might be exploring issues related to their health, 

wellbeing and body image online – they might come across inaccurate or dangerous 

information on the Web at a vulnerable time  

 

 Discuss how they behave towards others and what they post online. Don’t shy away 

from difficult conversations about things like pornography, bullying and other risky 

behaviours, such as sexting and inappropriate ‘selfies’  

 

 If you give your son or daughter control of their own budget for things like apps 

and music but make sure you have agreed boundaries so that they manage their 

money responsibly  

 

 Discuss things like downloading and plagiarism so that they understand what’s legal 

and what’s not  

 

 Adjust the settings on Parental Controls in line with your son or daughter’s age and 

maturity – if they ask you to turn them off completely, think carefully before you 

do and agree in advance what is acceptable online behaviour  
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Remember  

 I have asked my child to show me sites they use 

 

 I have asked my child to only accept people they know and trust  in the real 

world as online “Friends”  

 

 You can set up safe settings on your computer/laptop and set adult content 

filters on your child’s smart phone 

 

 My child has agreed to tell me if they are worried about something online 
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5 steps to 

keep you child 

safe on 

Facebook  
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Setting your Instagram profile to private   

How do I set my photos and videos to private so that only approved followers can 

see them? 

By default, anyone can view your profile and posts on Instagram. You can make your 

posts private in the Instagram app so only approved followers can see them. Posts can't 

be set to private from a desktop computer as Instagram is an app. 

To set your posts to private:  

iOS 

1. Go to your profile by tapping  

2. Tap Edit Your Profile next to your profile picture 

3. Turn on the Posts are Private setting and then tap Done 

Android 

1. Go to your profile by tapping  

2. Tap Edit Your Profile next to your profile picture 

3. Turn on the Posts Are Private setting and then tap the  

check mark to save your changes 

Windows Phone 

1. Go to your profile by tapping  

2. Tap Edit Profile next to your profile picture 

3. Turn on the Posts are Private setting by checking the box and then tap the 

check mark to save your changes 

Things to keep in mind about private posts: 

 Private posts you share to social networks may be visible to the public depending on 

your privacy settings for that network. For example, a post you share to Twitter 

that was set to private on Instagram may be visible to the people who can see your 

Twitter posts.  

 Once you make your posts private, people will have to send you a follow request if 

they want to see your posts, your followers list or your following list. 

 You'll see requests in your News tab, which you can then approve or ignore. People 

can send a photo or video directly to you even if they’re not following you. 

Instagram is automatically set 

to public so that anyone can 

see your images - even if you 

don’t know them. It’s much 

easier to stop unwanted 

contact if your profile is 

private. When your profile is 

private, anyone who wants to 

follow you and see your 

photos has to send you a 

request - which you can 

‘approve’ or ‘deny’. This way 

you can control who sees your 

photos and can make sure only 

your friends can talk to you on 

Instagram. 

https://www.facebook.com/l.php?u=https%3A%2F%2Fhelp.instagram.com%2F442837725762581&h=XAQHn8nwM&s=1
https://www.facebook.com/l.php?u=https%3A%2F%2Fhelp.instagram.com%2F207917546007234&h=KAQErsVNT&s=1
https://www.facebook.com/l.php?u=https%3A%2F%2Fhelp.instagram.com%2F684926628219030&h=XAQHn8nwM&s=1
http://help.instagram.com/448523408565555
http://help.instagram.com/448523408565555
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Bullying on Snapchat 

Snapchat can be a really fun way for young people to share images. It’s different from 

other photo sharing apps because when you send an image, it will only last between 1 

and 10 seconds before being deleted.  

Snapchat can sometimes be used for bullying as well though. This can be really 

frustrating and upsetting because a young person might get a nasty image which is 

automatically deleted. This can make it hard to report bullying on Snapchat.  

How does a young person stop bullying on Snapchat?  

They can’t save images they get through Snapchat, but if they get an abusive message 

they can take a screenshot. This way you will have something to report.  

If they take a screenshot, Snapchat will try to send a notification to the person who 

sent you the original message. So it’s important to think about how the other person 

might react if they know they have taken a screenshot of their message.  

If someone is bullying your son or daughter over Snapchat, blocking someone will stop 

them from sending abusive messages. They can also report bullying to Snapchat - they 

may be able to help stop it.  

Sometimes a young person may be added by a username that you don't recognise. This 

can make it hard to tell whether they know the person or not and it may lead to 

bullying. It can be upsetting if they are not sure who the person is. A good idea for 

young people is to set up Snapchat so that they only receive messages from people 

on their friends list. They can do this by going into their settings then going to 

‘Who can send me snaps’. From here, change to ‘my friends’ instead of ‘everyone’ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

javascript:void(0)
https://support.snapchat.com/co/harassment


Follow us @NCCcybersafe  

 

10 E-Safety parent and carer advice booklet  

 

Five top tips for safe use of social media 

It’s common knowledge that today’s young people are frequent and prolific users of social media. 

Parents are often worried about the risks of social media use, but there are plenty of safe, sane and 

responsible ways for young people to interact on these platforms. Below are five top tips from the 

Parent Zone for encouraging and supporting safe social media use among young people. 

Choose the right privacy settings. We know that some young people like to set the 

privacy settings on their social media accounts as low as possible to help them stay 

plugged in to all the interactions and sharing that goes on. While the impulse to connect 

with their peers is a good one, there are risks to being too open online and privacy 

settings can be a valuable tool for safe social media use. Ask your children what privacy 

settings they have in place already. Encourage them to do things like setting their 

default sharing option on Facebook to ‘friends’ (i.e. people they’ve already connected 

with) rather than ‘everyone’. 

Think carefully about photo sharing. It’s important to be careful with any information 

you share online, but photos are especially sensitive. Once a photo is posted to a social 

media platform like Facebook or Instagram, it can be hard to control whether others 

view, share or download it. Your child shouldn’t share any photos they wouldn’t want 

you, another family member or even a complete stranger to see, and they should be 

aware that their friends can also upload and tag them in photos. Facebook allows you to 

review all things you’re tagged in using the Activity Log – your child can use this setting 

to stay on top of what they’re associated with. 

If something does go wrong, report it. Social media sites normally allow users to 

report violations of their terms and conditions. If your child encounters something 

inappropriate on social media, they can take action to have it blocked or removed. 

CEOP’s Thinkuknow site provides a thorough guide on how to report abuse or 

inappropriate content, and is an excellent first place to turn if you or your child 

is worried. 

Get involved. It’s tempting for parents to focus on the risks of social media use, but 

there are many positive ways for kids to interact online. Lots of people use social media 

platforms like Twitter and Facebook to stay informed about current events and get 

involved in activism and advocacy. Young people can also follow artists, scientists, 

journalists and other public figures to learn more about a range of topics, like music or 

technology.    

 

https://www.thinkuknow.co.uk/
https://www.thinkuknow.co.uk/14_plus/help/Contact-social-sites/
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Build friendships. In addition to getting involved in the broader world, social media can 

be a great resource for less confident young people who have difficulty with social 

stress and making friends. Chatting and playing games with friends can seem easier 

from the comfort of your own home, and these social media interactions may even help 

some children build confidence in offline social settings.   
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Sexting  

 

What is sexting? 

When people talk about sexting, they usually refer to sending and receiving: 

 naked pictures or 'nudes'  

 'underwear shots'  

 sexual or 'dirty pics'  

 rude text messages or videos  

Images can be sent from a friend, boyfriend, girlfriend or someone a young person has 

met online. They might have also sent a sexual photo, video or text to someone else.  

Before a young person sends a photo, think about: 

 

 What could happen to it? 

 Who might see it?  

 What are the risks? 

Even if you use an app like Snapchat or webcam – the person can take a screen shot 

in seconds 

 Who are you sending it to? 

 Why do you want to send it? 

If you want to impress somebody, do it in other ways. 

 

Even if images are passed around as a joke there are some serious consequences 

that may arise.  

 

For further support and information check out the Childline website 

 

 

 

 

 

Sexting under the age of 18 is  

against the law as its classed as an indecent 

 image of a child however we need to be providing  

young people with support and advice around  

responsible behaviour!  
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Online gaming  

Ways to keep it safe 

• Explore the games young people are playing. 

• Stick to well known and reputable sites. 

• Keep your online identity secure. 

• Use strong passwords 

• Limit playing time 

• Age appropriate and follow the PEGI ratings (highlighted below)  

• Keep gaming friends in game  

• Where do your report concerns?  

 

Risks  

• Inappropriate content 

• Large community of “strangers” – Young people can be groomed via online gaming 

• Giving away personal information. 

•  “Griefing” – bullying via the online game, deliberately spoiling the game. 

• Hidden financial risks  

• Playing the game for too long.   

• Warped view of fantasy and reality  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Every video game should now come 

with an age  

rating and one of the following 

symbols on the left hand side of 

the page. Yong people playing 

games younger than the age rating 

can have serious consequences. It 

can leave young people with a very 

distorted view of the real world 

compared to the gaming world.  
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Online Grooming 

 

Grooming is when someone builds an emotional connection with a child to gain their 

trust for the purposes of sexual abuse or exploitation. Many children and young people 

don't understand that they have been groomed, or that what has happened is abuse. 

 

 Vulnerability  

• Issues at home are a key marker for online groomers  

• Invisibility  

• Grooming can take minutes, hours, days, weeks or years 

• Language that young people use online – anything explicit  

• Online naivety   

• Suspects will have numerous identities 

• Groomers will pretend to be male and female  

• Groomers have to be down with the lingo    

• Groomers will often bypass filters by asking young people if they are active 

rather than having sex                         

 

If you are concerned about anything suspicious on line you can report it to CEOP 

Warning Signs – Courtesy of Northamptonshire Police  

Gifts 

• Mobile phones 

• Top ups 

• Underwear 

• Pornography 

• Money 

• Perfume 

• Travel tickets 

• I tunes vouchers 

Person 

• Parental reports of change in behaviour, friendships or actions and requests for  

support. 

• Secretive  

• Prolonged time on the internet 

• Mood swings  

• Withdrawn 

Remember the vast majority of material 

on the Internet is legal, 

decent and honest.  

 

http://www.nspcc.org.uk/preventing-abuse/child-abuse-and-neglect/child-sexual-abuse/
http://www.nspcc.org.uk/preventing-abuse/child-abuse-and-neglect/child-sexual-exploitation/
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Young people often use text speak over the internet and so do sex offenders 

below is an example 
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Action Checklist 

 

Talk to your child about their Internet use 

and take an interest. Your involvement is the 

best way of keeping them safe. 
 
 

 

Be positive! The Internet is a fantastic 

resource for learning, entertainment and 

communication. Just like in the real world, you 

need to take a few sensible precautions. 
 

 

 Let your child know they can come to you 

if something they don’t like happens online. 
 

 

Try not to overreact! This could simply 

make your child secretive about their Internet 

use and close down lines of communication 

between you. 

 

 

Remember that all the safety advice we have  

discussed during the session applies to going online with a 

mobile phone. 
 

 

If you decide to use software to filter or 

monitor information from the Internet, talk 

this over with your child. Any ground rules 

you agree will be much more effective. 
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E-Safety  

Education 

All resources can be accessed through the ‘Think u know’ website.  

 

5-7 year olds  

Lee and Kim’s Adventures  

 

 

 

 

8-10 year olds 

Cyber Cafe 

 

 

11 – 13 year olds  14 +  

 

 

 

 

 

 

 Parents and Carer’s also check out  

 the information on parental 

 controls in the home  
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Further support 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

   


